B Ref. Ares(2018)4050086 - 31/07/2018

Information and Communication Technologies (ICT) Programme
Project N°: H2020-1CT-2016-1-732105

CERBER

D2.7. CERBERO Technical Require-
ments (ver. 2)

Lead Beneficiary: 1BM
Workpackage: WP2
Date:

Distribution - Confidentiality: [Public]

Abstract:

This document is meant to describe the intermediate set of technical requirements that have been elic-
ited, according to the project goals and the scenario needs, for the CERBERO framework including
methodology to elicit these requirements.

© 2017 CERBERO Consortium, All Rights Reserved.



H2020-1CT-2016-1-732105 - CERBERO

WP2 — D2.7: CERBERO Technical Requirements (Ver. 2)

Disclaimer

This document may contain material that is copyright of certain CERBERO beneficiaries, and may not
be reproduced or copied without permission. All CERBERO consortium partners have agreed to the
full publication of this document. The commercial use of any information contained in this document

may require a license from the proprietor of that information.
The CERBERO Consortium is the following:

Num. Beneficiary name Acronym Country
1 (Coord.) IBM Israel — Science and Technology LTD IBM IL
2 Universita degli Studi di Sassari UniSS IT
3 Thales Alenia Space Espana, SA TASE ES
4 Universita degli Studi di Cagliari UniCA IT
5 Institut National des Sciences Appliquees de Rennes | INSA FR
6 Universidad Politécnica de Madrid UPM ES
7 Universita della Svizzera Italiana uUsl CH
8 Abinsula SRL Al IT
9 AmbieSense LTD AS UK
S e S LR I
11 Science and Technology S&T NL
12 Centro Ricerche FIAT CRF IT

For the CERBERO Consortium, please see the http://cerbero-h2020.eu web-site.

Except as otherwise expressly provided, the information in this document is provided by CERBERO to
members "as is" without warranty of any kind, expressed, implied or statutory, including but not limited
to any implied warranties of merchantability, fitness for a particular purpose and non infringement of
third party’s rights.

CERBERO shall not be liable for any direct, indirect, incidental, special or consequential damages of
any kind or nature whatsoever (including, without limitation, any damages arising from loss of use or
lost business, revenue, profits, data or goodwill) arising in connection with any infringement claims by
third parties or the specification, whether in an action in contract, tort, strict liability, negligence, or any
other theory, even if advised of the possibility of such damages.

The technology disclosed herein may be protected by one or more patents, copyrights, trademarks
and/or trade secrets owned by or licensed to CERBERO Partners. The partners reserve all rights with
respect to such technology and related materials. Any use of the protected technology and related ma-
terial beyond the terms of the License without the prior written consent of CERBERO is prohibited.

Document Authors

The following list of authors reflects the major contribution to the writing of the document.

Name(s) Organization Acronym

Page 2 of 23


http://cerbero-h2020.eu/

H2020-1CT-2016-1-732105 - CERBERO

WP2 — D2.7: CERBERO Technical Requirements (Ver. 2)

Michael Masin IBM
Alfonso Rodriguez UPM
Joost Adriaanse TNO
Julio de Oliveira Filho TNO
Leszek Kaliciak AS
Hans Myrhaug AS
Ayse Goker AS
Stuart Watt AS
Francesca Palumbo UNISS
Sergio Tardon TASE

The list of authors does not imply any claim of ownership on the Intellectual Properties described in
this document. The authors and the publishers make no expressed or implied warranty of any kind and
assume no responsibilities for errors or omissions. No liability is assumed for incidental or consequen-
tial damages in connection with or arising out of the use of the information contained in this document.

Document Revision History

Date Ver. | Contributor (Beneficiary) Summary of main changes
28/02/2018 vl IBM Initial draft

2/03/2018 UNISS Comments on the initial draft
21/0/2018 AS Comments on the initial draft
21/03/2018 TASE Comments on the initial draft
20/05/2018 v2 IBM Revised version based on comments

Page 3 of 23



H2020-1CT-2016-1-732105 - CERBERO

WP2 — D2.7: CERBERO Technical Requirements (Ver. 2)

Table of contents

1. EXECULIVE SUMMANY wotvecesssssssssssssssssssssssssassssssssssssssssssssssssssssssssssssssssssasssasssssassssssssssssssssssssssnnns 5
1.1, SEruCture Of DOCUMENT .umcsmsmssessmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssasssses 5
1.2, Related DOCUMENTS . cimmsmssssesssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssasssssssasesses 5

/2 |V [0 AV 11 o] o 6

3. CERBERO Methodology for Elicitation of Technical Requirements in Large

RESEAICN PrOJECES cusucursssssssssssssssssssssssssssssssssssssssssssssssssss s s sssssss s s s asassss s 7

4. CERBERO Technical REQUIrEMENTS .ucmsmsmsmsmsmsssssssssssssssssssssssssssssssssssssssssssasssasasasasasssass 10
4.1. Summary of CERBERO Technical Approach and Use Cases........coummmmmmmmmssmsmssnsnas 10
4.2. Consolidation of CERBERO Use Case Needs and High Level Requirements ......... 11
4.3. Mapping of CERBERO Operational Objectives to Use Case Needs and
LD T3 0100 1 K] 8 0 U () 1 L 13
4.4. Full List of CERBERO User Needs and High Level Requirements ..........cuuussssssnasans 14
4.5. CERBERO Technical ReqUIrements........ummmsssmsssmsmsmssssssssssssssssssssssssssssssssasasasssss 15
4.6. Validation of USer Needs......mmmmmsmsmsmsmmssssssssssssssssssssssssssssssssssssssssssssssssssssssssasass 16

ST ©7 o o Tod 11 5] o] o 22

TR oL =T <] o0 23

Page 4 of 23



H2020-1CT-2016-1-732105 - CERBERO

WP2 — D2.7: CERBERO Technical Requirements (Ver. 2)

1. Executive Summary

Technical Requirements provide a “black box™ conceptualization of the target project results with ex-
plicit verification tests. The goal of Technical Requirements Elicitation is to ensure that all needs of
involved stakeholders are being identified and adequately addressed without prescribing how to achieve
them. Whilst elicitation methodology in product or service development is well known, requirements
elicitation in large research and innovation projects turns far too commonly into an ad-hoc process
carried out without the support of a common, solid methodology. The objective of this deliverable is
twofold: to propose a new methodology for the elicitation of technical requirements in research projects
in general and to describe the technical requirements of CERBERO.

Firstly, we discuss and highlight where and why this process in large research projects can be signifi-
cantly different from the one used for product development. Next, we present our methodology based
on the best practice for product development, and modified to fulfil the research needs. Finally, we
apply our elicitation methodology to the CERBERO project.

The methodology suggests starting requirements elicitation process by consolidation of use case re-
guirements and merging them with project operational objectives. Afterwards, the they are enriched
with needs of other stakeholders. As a result, 30 CERBERO user needs have been identified. Finally,
these user requirements lead to 20 CERBERO technical requirements that, as we verified, cover all
identified user needs.

1.1.Structure of Document

This deliverable updates D2.6 where the first version of our requirements elicitation methodology and
initial CERBERO requirements have been developed. In Section 2 we provide motivation for the new
methodology. In Section 3 methodology for elicitation of technical requirements in large research and
innovation projects is developed and then, in Section 4, implemented to CERBERO. Finally, Section 5
summarizes the document.

1.2.Related Documents
CERBERO-D2 4 CERBERO Scenarios Descrip-

tion_ TASE IBM_UNISS _TASE 20180321 _clean.docx
CERBERO_D2.6_TechnicalSpecification_IBM_FF1_20171010.docx
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2. Motivation

According to [1], a requirement is: 1) A need perceived by a stakeholder. 2) A capability or property
that a system shall have. 3) A documented representation of a need, capability or property. Technical
Requirements (TRs) provide a “black box” definition of project results with explicit verification tests.
Technical Requirements Elicitation (TRE) process should guarantee that all needs of all project stake-
holders are considered and adequately addressed and verified, without prescribing how to implement
them.

The process for elicitation of TRs, both functional and non-functional, in product or service develop-
ment is well known, standard procedures are available and widely adopted [2-7]. The same does not
apply to large research and innovation projects where TRE turns far too common into an ad-hoc process
carried out without the support of a solid methodology.

While TRE objective remains the same (addressing all user needs), the detail process and methodology
in large research projects should be different from the one used for product development and we intend
to propose a methodology, based on the best practice for product and/or service development, but ad-
justed to research needs.

The main activities in the requirement development process are: elicitation, analysis, specification and
validation [2]. In detail, the elicitation activities include fact-finding, requirements gathering, evaluation
and rationalization, privatization, and integration. The common TRE methodologies [2-7] focus on
needs of product or service users, e.g. [5] propose the following elicitation techniques: interviews, focus
groups facilitated workshops, group creativity techniques, group decision-making techniques, question-
naires and surveys, observations, prototypes, benchmarking, context diagrams, and document analysis.
All of them mostly target identification of needs of product (service) users.

However, in large research and innovation projects, such as CERBERO, identification of all stakehold-
ers and their roles is not trivial and sometimes counterintuitive to standard requirements analysis of
products and services. For example, the main purpose of use case providers in a research project, despite
them being traditionally industrials, it is not only developing specific product or service, but rather to
evaluate and provide valuable feedback to the research technical, dissemination and exploitation activ-
ities. Therefore, using directly Use Case Scenarios and Requirements as the basis for research project
TRs could result in requirements not connected to developed technologies or to objectives of the re-
search sponsor authority. It could easily be a case when, in a short-medium term, using existing solu-
tions for product development could be more cost effective and maintainable than using research assets.

Use case providers, technology providers and integrators are all stakeholders with needs that should be
satisfied by each other for a successful project. In a philosophical level, it does not contradict modern
TRE methodologies, but not supported by them. It becomes too easy to miss an important stakeholder
needs leading to ad-hoc practices to address the problem. Finding typical stakeholders and their needs
in a research project and proposing generic elicitation process could significantly improve probability
of successful collaborative research and its further exploitation.
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3. CERBERO Methodology for Elicitation of Technical Require-
ments in Large Research Projects

We start by identifying main stakeholders in typical large research and innovation projects. Their needs
will be merged into User Needs and High Level Requirements and traced to the derived TRs. The TRs
will be later traced to goals and activities of technical work packages for appropriate verification and
validation tests. We identified the following stakeholders:

e research sponsor, technical reviewer, financial reviewer,

e use case provider with the following roles: 1) technical staff, usually engineers from the
providers organization; 2) user; 3) manager,

e research community, industry community, standardization body,
e technology provider and integrator.

Research sponsor’s needs are usually represented by call’s expected impact. Project proposal translates
the expected impact into Project Operational Objectives (POO) adjusting them to the proposed research
and innovation. If some expected impact is not mapped to POO (and the project has accepted the spon-
sor’s support), they will become optional User Requirements. We propose using POO as a part of User
Requirements instead of mapped part of calls expected impact. POO, in turn, are mapped to project use
cases. Again, only partial mapping may occur (especially, for dissemination objectives). The mapped
objectives will be traced to different use case needs with use case demonstrations as their validation
tests.

Understanding needs of use case users is more complex. Each use case could have very diverse users
and each use case provider could have different methodology for use case implementation. We propose
a two-step process: first, use case providers define their use case requirements based on use case user
needs, then, in the second step, these requirements will be abstracted and generalized to meet projects’
level of abstraction and focus. In the first step, use case providers should identify needs of all use case
users, e.g., using focus groups, influencing functional context of use cases and, consequentially, use
case requirements. The internal methodology could differ very much from one use case provider to
another because of company policies and other constraints. The abstraction step is usually done by the
whole consortium and it should adjust use case and research levels of abstraction and make the use case
be representative for a wide class of industrial use cases.

Research sponsor’s needs and use case user needs vary a lot from call to call and from use case to use
case. Needs of other stakeholders are common for most research projects and may require only slight
adjustment/extension for a specific project. In

Table 1 we provide an initial list of needs of all other stakeholders. These needs could apply to most
large research projects. Project Advisory Board can help to have on one hand wider perspective and, on
another hand, additional project specific needs of relevant industry communities and standardization
bodies.

Figure 1 describes the proposed process for TRE. The process starts with elicitation of Use Case Needs
and High Level Requirements for all project use cases based on use case scenarios and demonstrations.
Next, the requirements from all use cases should be abstracted and generalized according to project
focus and required level of abstraction. All POO should be either traced to the Use Case Requirements
or added to User Requirements list together with unmapped call’s expected impacts. We call the set of
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Use Case Requirements extended of unmapped POO and expected impacts as Core User Requirements.
Finally, needs of other stakeholders shown in

Table 1 would complete the Core User Requirements to the complete list of User Requirements for the
project. Based on them, TRs are defined by research consortium with appropriate validation tests tracing
between User and Technical Requirements.

TRE is a complex process, considered by many as art more than engineering. Therefore, our proposal
does not guarantee generation of good requirements, but increases probability of considering needs of
most (hopefully, all) project stakeholders and mapping of these needs to TRs.

Table 1. Common stakeholders and their needs

Stake- Need Rationale
holder
Technical TRL1. View collaborative executable | Strong and effective communication is challeng-
reviewer plan ing in large research projects with many partners.
(TR) TR2. View intermediate results Intermediate results and evaluation of technical
TR3. View technical risks r_|sks prowde_valuat?l_e fe'edback_ fgr_ project direc-
tion and required mitigation activities.
Financial FR1. View plan vs actual effort Financial analysis provides important evidence of
reviewer FR2. View financial risks project status.
(FR)
Use case UCSL1. Quality of technical results | Use case technical staff should apply developed
technical UCS2. Usability of tools technologies for their product or service in com-
staff (UCS) UCS3. Technical education bination _W|th state-of-the-art technologies, and
. relevant industry standards for better technology
UCS4. Technical support evaluation
Use case UCML. Technology cost Evaluation of business aspects of the technology
manager UCM2. Technology value (im- developed in the project, and risk mitigation.
(UCM) proved product quality, staff
productivity, reduced time to mar-
ket, etc.)
UCMS3. Technology maintainability
Research RC1. Timely research publications | Repeatability, cross-verification, and reuse of
community | RC2. Open access to as much tools | technical results.
(RC) and data as possible
Industry IC1. Dissemination of results in all | Dissemination and exploitation of technical re-
community | relevant industry communities sults.
(1C) IC2. Technical education
Standardi- | SB1. Contribution to relevant stand- | Interoperability of technical results.
zation body | ards
(SB)
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Technology | TP1. Ensure products will use state- | The technology provider will need to stimulate
Provider of-the-art technology. usage of product in research and use feedback to
(TP) TP2. Ensure product will support | improve product.
up-to-date standards. The technology provider will need to monitor de-
TP3. Document the developed tech- | Velopment of standards in research projects and
nology/ component for product inte- | @dapt new standards at the appropriate moment
gration (e.g. to compete with competitors and/or to ensure
interworking with other product).
Integrator 11. Use the latest integration meth- | The integrator will need to use the latest integra-
Q)] odologies and tools compatible with | tion methodologies and tools in order to maintain
the developed technology. competitiveness in the market.
P
Project proposal ﬁ
for Use Cases (UCs)
\
Project Operational
Obijectives
Generic library of
stakeholders' needs

Figure 1. Technical Requirements elicitation process

In the following sections we apply this methodology to CERBERO. CERBERO implementation is
based on an iterative approach: the current second version of Technical Requirements will be further
updated along the project timeframe. Therefore, the described process that embodies the activities of
WP2 will be repeated along the time and updated in the next versions of the report.
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4. CERBERO Technical Requirements

In this section we summarize the CERBERO approach and apply all TRE steps to CERBERO.

4.1. Summary of CERBERO Technical Approach and Use Cases

Cyber-Physical Systems (CPS) are complex systems composed of different interacting computing and
physical entities that contribute concurrently to determine the behavior of the system as a whole. Com-
puting layer and physical environment are tightly bound; therefore, such systems need to adapt, pro-
spectively and autonomously, to rapid changes in the environment and in the system itself.

CERBERO aims at developing a design environment for component-based CPSes based on three pil-
lars: 1) a cross-layer model-based approach to describe, optimize, and analyze the system and all its
different views concurrently, 2) an advanced adaptivity support based on a multi-layer self-adaptation
strategy, and 3) continuous design environment supporting interoperability crossing tools, multiple lay-
ers and different levels of abstraction.

Intrinsic dynamic nature of CPS requires flexibility. While deeply studied, there is no standard solution
yet for adaptation and reconfiguration [7]. In particular, self-reconfiguration and adaptation have been
acknowledged as key features for CPS operators, but existing design frameworks rarely address them.
CERBERO Project is meant to address this gap.

Moreover, despite their big promise (considering the claimed enhancement of and the declared speed-
up), the existing model-based frameworks are not as popular as it could be expected. Modeling, mainte-
nance, and interoperability overhead, especially with heterogeneous models over several levels of ab-
straction, are, in fact, challenges not addressed in a satisfactory way [9]. Correctness-by-construction
of reusable components implies efficient management of multi-physics, multi-abstraction and multi-
fidelity heterogeneous models, capturing and optimizing cross-domain interactions. CERBERO intends
to provide such support, designing all the needed components to enable seamless design and operation
cycles.

In order to focus CERBERO effort and evaluate the proposed framework and developed tools, CER-
BERO defined three use cases, targeting development of CPS in very different levels of abstraction and
covering a wide spectrum of system features (going from more hardware-oriented implementations to-
wards more software-oriented ones).

» The Space Exploration use case provides self-monitoring and self-healing capabilities by means
of continuous monitoring- and/or processing-based system reconfiguration techniques to over-
come the failures caused by the radiation or the harsh environmental conditions. In this use case
CERBERO framework should open a new opportunity for hardware/software co-design of ro-
botic arms by using commercial of-the-shelf (COTS) reconfigurable FPGA to address most com-
mon space requirements, instead of expensive specialized FPGAs currently used.

» The Smart Travelling for Electric Vehicle use case focuses on the assistance an electric vehicle
can give to the driver, when confronted with the task of driving the car from a given origin place
A to a given destination B. This assistance must also assure that sufficient battery capacity is
available to complete the route. The Smart Travelling for Electric Vehicle use case challenges
system level design of universal simulation for complete driver experience, where CERBERO
framework should provide a reconfigurable solution for driver support interface for different car
types, driving scenarios, drivers profile and changing physical context of both the environment
and car itself, integrating with an already existing complex simulation environment [10].
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» The Ocean Monitoring use case comprises smart video-sensing unmanned vehicles with immer-
sive environmental monitoring capabilities. They serve as marine eyeballs that can capture live
videos and images of the local on-sea and subsea surroundings [11, 12]. The Ocean Monitoring
use case starts from system level and eventually combines system and HW/SW co-design levels
for development of underwater ocean monitoring robots. These robots may operate both in
guided modes from the shore and autonomously for a large variety of monitoring and navigating
tasks in changing environmental conditions.

4.2. Consolidation of CERBERO Use Case Needs and High Level
Requirements

Project use cases are usually developed using use case provider’s methodology that will change from
partner to partner. At M9 in [D2.3] all the different requirements coming from all project stakeholders
have been identified with different levels of maturity. These requirements where updated and traced to
User Needs and High Level Requirements in [D2.4]. Table 2 summarizes them with proposed demon-
strations for their validation.

Table 2. CERBERO Use Case Needs and High Level Requirements

Use Case

Requirement

Validation demonstration

Self-Healing
System  for
Planetary
Exploration
(PE)

PE1. Enable Dependable Hardware /
Software (HW/SW) co-design for Rad-
Tolerant control of robotic arm for plan-
etary exploration.

Need: reduction of energy consumption
and costs, increase reuse in other pro-
jects, while keeping or improving safety
level and maintenance costs.

Multi-objective Architecture design of

arm and motor control

COTS FPGA and considering life-cy-
cle costs, energy efficiency, reliability,

etc.

Trajectory generation, motor control
and status monitoring applications.

unit using

PE2. Develop integrated “open” tool-
chain environment for development of
robotic arms for space missions with fo-
cus on multi-viewpoint system-in-the-
loop virtual environment.

Need: multi-objective design and multi-
view analysis for space mission, reduce
development time by increasing the level
of abstraction, increase reuse, quality and
verification level.

Software and System in-the-loop simu-
lation based on high-level applications

abstractions.

Interoperability between HW/SW co-
design tools on different levels of ab-

straction

PE3. Development of a (self-) adaptation
methodology and supporting tools.
Need: efficient support of architectural
adaptivity, according to radiation effects
and harsh environmental conditions.

Self-healing and run time adaptation

features.

Smart Trav-
elling for
Electric Ve-
hicles (ST)

ST1. Development of parametric, modu-
lar and extendable cyber-physical co-
simulation environment.

Need: reduction of costs, increase of re-
use in different simulation scenarios

Modular communication protocols and

time synchronization.
Logging application.

Building Battery and Motor modules

from generic components.
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Modular and extendable Driver support
module.

Safe, Secure, and Private Adaptive
routing module with energy and cost
efficiency and sensitive to drivers
needs and environmental status.

ST2. Development of an integrated open-

source or commercially available tool- |

chain for design space exploration and
co-simulation, with system-in-the-loop
capabilities.

Need: reduce development, verification,
and integration time and costs by a library
of reusable components and metrics inte-
grated by common framework in differ-
ent levels of abstraction.

. Software in-the-loop simulation.

Interoperability of System Level De-
sign tools.

ST3. Development of a (self-)adaptation

methodology with supporting tools.

Need: efficient support of functional
adaptivity, according to system, human
and environment triggers.

Re-routing in different simulation sce-
narios

Ocean Moni-
toring robot
(OM)

OM1. Provide complete design cycle
from system level design to HW/SW co-
design and implementation of Ocean
Monitoring robot using adaptable COTS.

Need: reduction of energy consumption
and costs, increase reuse in other projects,
while keeping or improving safety and se-
curity level and maintenance costs.

Development of Adaptive Camera
based on COTS HW with OEM firm-
ware.

Data storage according to mission
needs

On demand task dependent Data Fu-
sion.

Secure communication.

Building Battery and Motor modules
from generic components.

OM2. Develop integrated “open” tool-
chain environment for development of
Ocean Monitoring robots with focus on
incremental prototyping.

Need: facilitate development cycles, re-
duce time to market, and increase reuse,
quality and verification level by incre-
mental prototyping from high level of ab-
straction directly to working real time ap-
plications.

Incremental prototyping of Adaptive
Camera components from high level
models.

ST3. Development of a (self-)adaptation
methodology with supporting tools.

Develop adaptive image enhancement
methods for Adaptive Camera.

Page 12 of 23



H2020-1CT-2016-1-732105 - CERBERO

WP2 — D2.7: CERBERO Technical Requirements (Ver. 2)

Need: Efficient support of functional
adaptivity, according to system, human
and environment triggers.

Multi-objective navigation and motor
control modules with run time adapta-
tion for Autopilot.

4.3. Mapping of CERBERO Operational Objectives to Use Case

Needs and Demonstrations

In research projects it is usually possible to trace some Project Operational Objectives (POO) to Use
Case Requirements and validate by use case demonstrations. Table 3 shows how it has been done in

CERBERO.

Table 3 — Mapping of CERBERO Operational Objectives to Use Case Requirements

Objective UC High Level Requirement

Validation demonstration

PE1,3,ST1,3, OM1,3

Provide reusable
Libraries of Key
Performance Indi-

PE: Architecture, Run time adapta-
tion, motor control, trajectory gener-
ation, self-healing, reliability, and
dependability

ST: Modular simulation with timing,
energy, reliability, safety and secu-
rity related KPIs

OM: Image quality, response time,

power, energy, and throughput re-
lated KPIs

cators (KPIs),
Cross-Layer Mod- [PE1.3,ST1,3,OM1,3

els and Adaptivity
support.

PE: Architecture, Run time adapta-
tion, motor control, trajectory gener-
ation, self-healing

ST: system-in-the-loop, battery and
motor models including non-func-
tional concerns, reliable, safe and se-
cure driver support module

OM: Components, adaptive camera

systems, secure wireless communica-
tion, and marine navigation

Provide a compre- |PE2, ST2, OM2
hensive frame-
work, customiza-
ble upon the UC
needs, extending
and making in-
teroperable a large
set of tools.

PE: All
ST: All
OM: All
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Reduce by 30%
the energy con-
sumed by a fully
CERBERO com-
pliant CPS or
CPSoS, while
maintaining its
performance.

PE1,3, ST1,3,0M1,3

PE: Architecture, Run time adapta-
tion, trajectory generation, motor
control

ST: Driver Support module, battery
module, motor module, system in the
loop functionality

OM: Adaptive Camera systems, ma-
rine navigation, propulsion/motor
control, physical design

Reduce DSE by an
order of magni-

PE1, ST1, OM1
PE2, ST2, OM2

PE: Self-healing, Scalability, Archi-
tecture

ST: system-in-the loop functionality,

tude. driver support
OM: incremental prototyping
PE2,3, ST2,3, OM2,3 PE: Run time adaptation
Reduce by 50% ST-All

the design efforts
required to build a

OM: sub-optimal hull, propulsion, or
battery solution can lead to a deer de-

CPS of a given sign. For example an engine can cost

performance_ $10,000 to $30,000, battery solution
between $3,000 to $15,000 to gain
speed and range.

PE1,3,ST1,3, OM1,3 PE: Self-monitoring, Self-healing,

Scalability

Reduce by 50% ST: System in the loop, driver sup-

cost of mainte- port

nance.

OM: multi-objective design, reduced
number of physical components,
COTS

4.4. Full List of CERBERO User Needs and High Level Require-

ments

In this section we combine unmapped Operational Objectives, Use Case Needs and the needs of other
stakeholders defined in Table 1.

0O0L1. Plan CERBERO results in at least 3 industrial products.

1
2.
3.
4

0OO02. Provide a fully marketable version of the CERBERO modelling and design environment.
OQ03. Foster Interoperability.

PE1. Enable Hardware / Software (HW/SW) co-design for Rad-Hard control of robotic arm for
planetary exploration.

PE2. Develop integrated “open” toolchain environment for development of robotic arms for space
missions with focus on multi-viewpoint system-in-the-loop virtual environment.

ST1. Develop reconfigurable extendable modular simulation environment for smart travelling
driver interfaces.

ST2. Develop integrated “open” toolchain environment for development of simulation modules
and their integration with focus on modular integration with existing virtual environment.

OML1. Provide complete design cycle from system level design to HW/SW co-design and imple-
mentation of Ocean Monitoring robot using adaptable COTS.
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9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

22.
23.
24.
25.
26.
27.
28.
29.
30.

OM2. Develop integrated “open” toolchain environment for development of Ocean Monitoring
robots with focus on incremental prototyping.

PE3/ST3/OMa3. Development of a (self-)adaptation methodology with supporting tools.
TR1. View collaborative executable plan.

TR2. View intermediate results.

TR3. View technical risks.

FR1. View plan vs actual effort.

FR2. View financial risks.

UCS1. Quiality of technical results.

UCS2. Usability of tools.

UCS3. Technical education.

UCSA4. Technical support.

UCML1. Technology cost.

UCM2. Technology value (improved product quality, staff productivity, reduced time to market,
etc.).

UCM3. Technology maintainability.

RC1. Timely research publications.

RC2. Open access to as much tools and data as possible.

IC1. Dissemination of results in all relevant industry communities.

IC2. Technical education.

SBL1. Contribution to relevant standards.

TP1. Ensure products will use state-of-the-art technology.

TP2. Ensure product will support up-to-date standards.

I11. Support the latest integration methodologies and tools.

4.5. CERBERO Technical Requirements

In this section we define CERBERO technical requirements and verify their sufficiency in the next
section. When the phrases MUST, MUST NOT, REQUIRED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, MAY, or OPTIONAL are being used, these have the following
meaning and interpretations:

MUST, REQUIRED, SHALL - means an absolute requirement for the specification.

MUST NOT, SHALL NOT - means an absolute prohibition for the specification.

SHOULD, RECOMMENDED - valid reasons may exist in certain cases to avoid the require-
ment. However, its full implication must be have been understood and carefully considered
before choosing an alternative direction/option.

SHOULD NOT, NOT RECOMMENDED - valid reasons may exist when the requirement
could be acceptable or even useful. However, its full implications should have been carefully
considered understood and prior to implementing anything in breach of this.

MAY, OPTIONAL - simply means that the requirement is truly optional, nice to have. An
implementation that does not fulfil an optional requirement MUST be prepared to function to-
gether with another implementation that fulfils/implements this option, and vice versa.

Technical Requirement Trace

to WPs

CERBERO-0001. CERBERO framework/technology SHOULD increase the level of 3,4,5
abstraction at least by one for HW/SW co-design and for System Level Design.

CERBERO-0002. CERBERO framewaork/technology SHOULD provide interoperabil- | 3,5
ity between cross-layer tools and semantics at the same level of abstraction.
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CERBERO-0003. CERBERO framework/technology SHOULD provide incremental 4,5
prototyping capabilities for HW/SW co-design.

CERBERO-0004. CERBERO framework/technology SHOULD provide software and 3,5
system in-the-loop simulation capabilities for HW/SW co-design and System Level De-

sign.

CERBERO-0005. CERBERO framework/technology SHOULD provide multi-view- 3,5
point multi-objective correct-by-construction high-level architecture.

CERBERO-0006. CERBERO framework/technology SHOULD ensure energy efficient | 3,4,5
and dependable HW/SW co-design using cross-layer run time adaptation of reconfigura-

ble HW.

CERBERO-0007. CERBERO framework/technology SHALL define methodology and | 3
SHOULD provide library of reusable functional and non-functional KPIs.

CERBERO-0008. CERBERO framework/technology SHALL define methodology and | 3, 4
SHOULD provide library of reusable energy aware computing infrastructure.

CERBERO-0009. CERBERO SHALL develop integration methodology and frame- 3,4,5
work.

CERBERO-0010. CERBERO SHALL provide Open Data Management Plan 1
CERBERO-0011. CERBERO SHALL have Dissemination and Exploitation Plans 7,8

e inrelevant industry communities

e for technical education

e for standardization effort
CERBERO-0012. CERBERO Exploitation Plan SHALL 8

e consider at least 3 industrial products,

e have a business model for the integration methodology and framework.
CERBERO-0013. All CERBERO APIs between tools and most of CERBERO tools 5,8
SHOULD have open source licence.

CERBERO-0014. CERBERO WP and task leaders SHALL organize scheduled face to | All
face and remote meetings.
CERBERO-0015. CERBERO SHALL provide review reports including All

e intermediate results,

e technical risks evaluation,

e plan vs actual effort,

e financial risks evaluation.

CERBERO-0016. CERBERO tools/technologies SHOULD be tested vs state-of-the-art | 3, 4,5
CERBERO-0017. CERBERO Use Case providers SHOULD check and provide timely | 6
feedback on the usability of CERBERO tools and framework.

CERBERO-0018. CERBERO technology providers SHALL prepare face to face or 3,4,5
online tutorials / education for use case engineers.

CERBERO-0019. CERBERO technology providers SHALL coordinate technical sup- 3,4,5
port and documentation for their tools with use case engineers.

CERBERO-0020. CERBERO framework SHALL provide methodology and tools for 3,4,5
development of adaptive applications.

4.6. Validation of User Needs

The following table validates sufficiency of Technical Requirements described above.
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Table 4. Mapping User Requirements to Technical Requirements and Validation Tests

User Requirement

Technical Requirement(s)

Validation Test

OO01. Plan CERBERO re-
sults in at least 3 industrial
products.

12 (Exploitation Plan MUST consider at
least 3 industrial products.)

Exploitation Report
meets Plan for CER-
BERO contribution to at
least 3 industrial prod-
ucts.

0OO02. Provide a fully mar-
ketable version of the
CERBERO modelling and
design environment.

12 (Exploitation Plan SHALL have a
business model for the integration meth-
odology and framework.)

Exploitation Report
meets Plan for the inte-
gration methodology
and framework.

0OO0a3. Foster Interoperabil-
ity.

13 (CERBERO SHOULD provide all
API between tools and most of tools
with open source license.)

9 (CERBERO SHALL develop integra-
tion methodology and framework.)

Demos with multiple
tools, both cross-layer
and from different levels
of abstraction (All).

PE1. Enable Hardware /
Software (HW/SW) co-de-
sign for Rad-Tolerant con-
trol of robotic arm for
planetary exploration us-
ing adaptable COTS
FPGAs.

5 (CERBERO framework/technology
SHOULD provide multi-viewpoint
multi-objective correct-by-construction
high-level architecture.)

6 (CERBERO framework/technology
SHOULD ensure energy efficient and
dependable HW/SW co-design using
cross-layer run time adaptation of recon-
figurable HW.)

7 (CERBERO framework/technology
SHALL define methodology and
SHOULD provide library of reusable
functional and non-functional KPIs.)

8 (CERBERO framewaork/technology
SHALL define methodology and
SHOULD provide library of reusable
energy related components.)

PE demonstrations

PE2. Develop integrated
“open” toolchain environ-
ment for development of
robotic arms for space
missions with focus on
multi-viewpoint system-
in-the-loop virtual envi-
ronment.

1 (CERBERO framework/technology
SHOULD increase the level of abstrac-
tion at least by one for HW/SW co-de-
sign and for System Level Design.

2 (CERBERO framework/technology
SHOULD provide interoperability be-
tween cross-layer tools and semantics at
the same level of abstraction.)

4 (CERBERO framework/technology
SHOULD provide software and system
in-the-loop simulation capabilities for
HW/SW co-design.)

PE demonstrations

ST1. Develop reconfigura-
ble extendable modular
simulation environment
for smart travelling driver
interfaces.

5 (CERBERO framework/technology
SHOULD provide multi-viewpoint
multi-objective correct-by-construction
high-level architecture.)

ST demonstrations
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7 (CERBERO framework/technology
SHALL define methodology and
SHOULD provide library of reusable
functional and non-functional KPIs.)
8 (CERBERO framework/technology
SHALL define methodology and
SHOULD provide library of reusable
energy related components.)

ST2. Develop integrated
“open” toolchain environ-
ment for development of
simulation modules and
their integration with fo-
cus on modular integration
with existing virtual envi-
ronment.

2 (CERBERO framework/technology
SHOULD provide interoperability be-
tween cross-layer tools and semantics at
the same level of abstraction.)

4 (CERBERO framework/technology
SHOULD provide software and system
in-the-loop simulation capabilities for
System Level Design.)

ST demonstrations

OML1. Provide complete
design cycle from system
level design to HW/SW
co-design and implemen-
tation of Ocean Monitor-
ing robot using adaptable
COTS.

5 (CERBERO framework/technology
SHOULD provide multi-viewpoint
multi-objective correct-by-construction
high-level architecture.)

6 (CERBERO framework/technology
SHOULD ensure energy efficient and
dependable HW/SW co-design using
cross-layer run time adaptation of recon-
figurable HW.)

OM demonstrations

OM2. Develop integrated
“open” toolchain environ-
ment for development of
Ocean Monitoring robots
with focus on incremental

prototyping.

1 (CERBERO framework/technology
SHOULD increase the level of abstrac-
tion at least by one for HW/SW co-de-
sign and for System Level Design.)

2 (CERBERO framework/technology
SHOULD provide interoperability be-
tween cross-layer tools and semantics at
the same level of abstraction.)

3 (CERBERO framework/technology
SHOULD provide incremental prototyp-
ing capabilities for HW/SW co-design.)

7 (CERBERO framework/technology
SHALL define methodology and
SHOULD provide library of reusable
functional and non-functional KPIs.)
8 (CERBERO framework/technology
SHALL define methodology and
SHOULD provide library of reusable
energy related components.)

OM demonstrations

PE3/ST3/0OM3. Develop-
ment of a (self-)adaptation
methodology with sup-
porting tools.

6 (CERBERO framework/technology
SHOULD ensure energy efficient and
dependable HW/SW co-design using
cross-layer run time adaptation of recon-
figurable HW.)

20 (CERBERO framework/technology
SHALL provide methodology and tools

All UC demonstrations
with reconfigurability.
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for development of adaptive applica-
tions.)

TR1. View collaborative
executable plan.

14 (CERBERO WP and task leaders
SHALL organize scheduled face to face
and remote meetings.)

Review reports with
scheduled face to face
and remote meetings.

TR2. View intermediate
results.

15 (CERBERO SHALL provide review
reports with intermediate results.)

Periodic review and de-
mos at GA meetings

TR3. View technical risks.

15 (CERBERO SHALL provide peri-
odic reports with technical risks evalua-
tion.)

Periodic status meetings
/ calls with agenda and
minutes

FR1. View plan vs actual
effort.

15 (CERBERO SHALL provide review
reports with plan vs actual effort.)

Periodic review

FR2. View financial risks.

15 (CERBERO SHALL provide peri-
odic reports with financial risks evalua-
tion.)

Periodic review

UCSL1. Quality of tech-
nical results

16 (CERBERO tools SHOULD be
tested vs state-of-the-art.)

CERBERO deliverables
and peer reviewed publi-
cations

UCS2. Usability of tools

17 (CERBERO Use Case providers
SHOULD check and provide timely
feedback on the usability of CERBERO
tools and framework.)

Periodic report and
questionnaires

UCS3. Technical educa-
tion

18 (CERBERO technology providers
SHALL prepare face to face or online
tutorials / education for use case engi-
neers.)

Tool’s usage in use case

UCS4. Technical support

19 (CERBERO technology providers
SHALL coordinate technical support for
their tools with use case engineers.)

Tool’s usage in use case

UCML1. Technology cost

13 (All CERBERO API and most of
CERBERO tools SHOULD have open
source licence.)

All APIs between tools
and at least 80% of tools
have open source li-
cence that permit free
commercial use.

UCM2. Technology value
(improved product quality,
staff productivity, reduced
time to market, etc.)

1 (CERBERO framework/technology
SHOULD increase the level of abstrac-
tion at least by one for HW/SW co-de-
sign and for System Level Design.)

2 (CERBERO framework/technology
SHOULD provide interoperability be-
tween cross-layer tools and semantics at
the same level of abstraction.)

3 (CERBERO framework/technology
SHOULD provide incremental prototyp-
ing capabilities for HW/SW co-design.)

4 (CERBERO framework/technology
SHOULD provide software and system
in-the-loop simulation capabilities for
HW/SW co-design and System Level
Design.)

Business value of all
demonstration in all use
cases
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5 (CERBERO framework/technology
SHOULD provide multi-viewpoint
multi-objective correct-by-construction
high-level architecture.)

6 (CERBERO framework/technology
SHOULD ensure energy efficient and
dependable HW/SW co-design using
cross-layer run time adaptation of recon-
figurable HW.)

7 (CERBERO framework/technology
SHALL define methodology and
SHOULD provide library of reusable
functional and non-functional KPIs.)
8 (CERBERO framework/technology
SHALL define methodology and
SHOULD provide library of reusable
energy related components.)

UCM3. Technology main-
tainability

12 (Exploitation Plan SHALL have a
business model for the integration meth-
odology and framework.)

Exploitation Report
meets Plan for the inte-
gration methodology
and framework.

RCL1. Timely research
publications

11 (Dissemination Plan.)

Dissemination Report
meets Plan

RC2. Open access to as
much tools and data as
possible

13 (All CERBERO API between tools
and most of CERBERO tools SHOULD
have open source licence.)

10 (Open Data Management Plan)

All API and at least 80%
of tools have open
source licence that per-
mit free commercial use.

Open Data storage is es-
tablished according to
the plan.

IC1. Dissemination of re-
sults in all relevant indus-
try communities

11 (CERBERO MUST have Dissemina-
tion and Exploitation Plans in relevant
industry communities.)

Dissemination and Ex-
ploitation Reports meet
Plans in relevant indus-
try communities

IC2. Technical education

11 (CERBERO MUST have Dissemina-
tion and Exploitation Plans for technical
education.)

Dissemination and Ex-
ploitation Reports meet
Plans standardization ef-
fort

SB1. Contribution to rele-
vant standards

11 (CERBERO MUST have Dissemina-
tion and Exploitation Plans for standard-
ization effort.)

Dissemination and Ex-
ploitation Reports meet
Plans standardization ef-
fort

TP1. Ensure products will
use state-of-the-art tech-
nology.

16 (CERBERO tools SHOULD be
tested vs state-of-the-art.)

CERBERO deliverables
and use case demonstra-
tions. Peer reviewed
publications on tools
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and developed technolo-
gies.

TP2. Ensure product will | 11 (CERBERO SHALL have Dissemi- | Dissemination and Ex-
support up-to-date stand- | nation and Exploitation Plans for stand- | ploitation Reports meet

ards. ardization effort) Plans standardization ef-
fort.
11. Support the latest inte- | 9 (CERBERO SHALL develop integra- | All use case demonstra-
gration methodologies tion methodology and framework.) tions. Peer reviewed
and tools. 16 (CERBERO tools SHOULD be publication on integra-
tested vs state-of-the-art) tion methodology and
framework.

Based on the technical requirements and demonstrations, tools and technology providers will perform
gap analysis and define activities in technical WPs to fill the gaps of the framework components (which
can be enhanced available tools or new components), integration framework itself, and required model
transformations between tools.
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5. Conclusion

In this document, CERBERO methodology for Technical Requirements Elicitation has been
presented. Moreover, by applying the proposed methodology we identified the Technical Re-
quirements that are driving CERBERO activities.

This document is going to be updated again at M26. In this way we will guarantee an effective
industry-driven deployment of the CERBERO framework and technologies.
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