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Model Based Engineering (< 10 years)
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Continuous Model Based Engineering
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PORTALS - research project

0 to create tools to assist requirements engineers in incrementally
raising the formalization level of system requirements, and

Qd to use formalized requirements to

o provide feedback on the quality of the requirements(e.g., identifying
omissions and contradictions), and

o create downstream artifacts (e.g., models, monitors, tests, code)

QYishai A. Feldman and Henry Broodney, 2016, “A Cognitive Journey
for Requirements Engineering”, 26th Annual INCOSE International
Symposium.
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Scenario 1: IBM loT Safer Workplace

oo 1. Requirement in DOORS

\_E'l 488:§Fall Shield

fi
(]
P

Format (Normal|~ | Font |Aral|~| Size (10|~-| B £ U & * = G = .
- 7.8 = = RIKT FEErRDE MR @ A

If an employee falls, the system shall send an SMS to the employee's manager.

3. Process Model '

2. Paraphrase by PORTALS

if "an employee" falls then "the system" shall send
[an abstract entity] "an SMS" (direction)
"manager" of "the employee's" ‘

4. Implemental ——=
in Node-RED =
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Engineering Knowledge Base:

Events
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Scenario 2: loT Pump

wmsesess 1. REQUIrement in DOORS

\_Ell 48? Too much vibration

Format |Normal|=| Font |Aral|=| Size |(10(~| B 7 U & = x* ERE C
- 4. 82 = = E 7 1 FECcfREs AP RS n A

If the pump's vibration exceeds 100 Hertz for two minutes, a technician shall be sent to the pump within 24 hours.

3. Process Model

r|||b
m |:
e

- 2. Paraphrase by PORTALS

if "vibration" of "the pump's” is greater than 100
Hz (duration) 2 min then "?" shall send [arole
entlty] 'atechnician” (duratlon) 24 hr; (direction)
"the pump"

4. Implement <=
in Node-RED _—

P
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Engineering Knowledge Base: _—

Events Devices / Systems Services
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Demo for Scenarios 1 and 2

PORTALS: Enhanced Requirements
IBM Research - Haifa

Yishai Feldman
Vladimir Lipets
Aviad Sela
Evgeny Shindin




Scenario 3: Door Management System

a The weight of the Doors Management System shall not exceed 500
kg.

Q The target mass of the locking system shall not exceed 260 kg.
A The target mass of the latching system shall not exceed 250 kg.

A The volume of the Doors Management System shall not exceed
1000 ft3.

Q The volume of the latching system shall not exceed 30 m3.
Q The volume of the latching system shall not exceed 35 m3.

17



CERBER

¢ EdiUse
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board  Artifacks

Artifacts L= A e
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b Views & r B D ps-0Te The weight ofthe Doors Management

b Filter by Tag Systemn shall notexceed 500 ky.

¥ Filter by Attribute r 675 D DiS-039

The target mass ofthe latching
* Filter by Folder & systern shall not exceed 250 kg.

= = PORTALS Demao 2

r B0 [] DMS-040 _
) The target mass ofthe locking system
(= 00 Admin shall not excead 260 k.
= 01 Requirements
: u o [ oust The valume of the Daars M t
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= 02 Reference Systern shall nat exceed 1000 73,
+ [= Module Template
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The volume ofthe latching system
shall not exceed 35 m3. 18




Engineering Knowledge Base:

ibd [Block] DMS [DMS-internal-block-diagram]

1 Locking:Locking_System 1 Latching:Latching_System
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Requirements Analysis

CERBER

Requirement Conflicts

EESEE=)

3 Conflicts

Conflicting values in
similar requirements

Missing budget for a
subsystem

o= 7 Inconsistent volume requirements for Latching System; values are 20 m~3, 35 m~3
o= =9 The weight budgeNor system Doors Management System, soo kg, is exceeded by budgets for subsystems (Latching System = 250 kg; Locking System = 220 kgy
o= ] Avolume budget re

o 9 The Yolume budget f

Subsystem budgets
exceed system budget

Conflict due to different units
(cf. Mars Climate Orbiter)
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Requirements Analysis

Requirement Conflicts

3 Conflicts

o= 3 Inconsistent volume requirements for Latching System; values are 30 m~3, 35 m~3

9 [ The weight budget for system Doors Management System, soo kg, is exceeded by budgets for subsystems (Latching System = 250 kg; Locking System = 220 kgy
o= [ The target mass of the locking system shall not exceed 250 kg
o= [ The weight of the Doors Management System shall not exceed 500 kg
o= [CJ The target mass of the latching system shall not exceed 250 kg

o= 3 Avolume budget requirement for subsystem Locking System was not found; budget for containing system (Doors Management Systemy is 1000 ft3

o= 3 The volume budget for system Doors Management System, 1000 ft*2, is exceeded by budgets for subsystems (Latching System = 20 m-y
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Requirements Analysis

X

|l

Requirement Conflicts

3 Conflicts
o= 3 Inconsistent volume requirements for Latching System; values are 30 m~3, 35 m~3
9 [ The weight budget for system Doors Management System, soo kg, is exceeded by budgets for subsystems (Latching System = 250 kg; Locking System = 220 kgy
9 [ The target mass of the locking system shall not exceed 250 kg
D «The target mass+ of «the locking system» shall be less than or equal to 250 kg
9 [ The weight of the Doors Management System shall not exceed 500 kg
D «The weight- of »«the Doors Management System» shall be less than or equal to 500 kg
¢ [ The target mass of the latching system shall not exceed 250 kg
D «The target mass+ of «the latching systeme shall be less than or equal to 250 kg
o= [ Avolume budget requirement for subsystem Locking System was not found; budget for containing system (Doors Management System; is 1000 fie2

o= ] The volume budget for system Doors Management System, 1000 ft+2, is exceeded by budgets for subsystems (Latching System = 20 meg

23
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Requirements Formalization and Verification

In the context of adaptive CPSs, checking the consistency of
requirements is an indisputable, yet challenging task.

Q Requirements written in natural language call for time-consuming
and error-prone manual reviews, BUT

Q enabling automated consistency verification often requires
overburdening formalizations.

Given the increasing pervasiveness of CPSs, their stringent time-to-
market and product budget constraints, practical solutions to enable
automated verification of requirements are in order.

25



Formal Specification

Goal: (Semi) Automatic Translation from Natural Language
Specification to Formal Specification.

Desiderata: Unambiguous language with high expressiveness, that can

be automatically translated in some logic and then used for
verification/validation.

Expressiveness vs Unambiguity!

26



Actually... iy

Property Specification Patterns (PSPs) offer a viable path towards this goal.

Q PSP: collection of parameterizable, high-level, formalism-independent
specification abstractions, originally developed to capture recurring
solutions to the needs of requirement engineering.

Q Each pattern can be directly encoded in a formal specification language,
such as linear time temporal logic (LTL), computational tree logic (CTL), or
graphical interval logic (GIL).

d Because of their features, PSPs may ease the burden of formalizing
requirements, yet enable their verification using current state-of-the-art
automated reasoning tools (e.g., for LTL).

27



Linear Temporal Logic (LTL)

Modal temporal logic with modalities referring to time

o One can encode formulae about the future of paths, e.g., a condition will
eventually be true, a condition will be true until another fact becomes true, etc.

Syntax:

QA LTL is built up from a finite set of propositional variables AP, the logical
operators — and V, and the temporal modal operators X (next) and U
(until).

Q the set of LTL formulas over AP is inductively defined as follows:

o if p € AP then p is an LTL formula;
o if Y and ¢ are LTL formulas then =, ¢ V , X U, and ¢ U Y are LTL formulas.

L Additional temporal operators: G (globally), F (eventually), R (release)

28


https://en.wikipedia.org/wiki/Propositional_variable
https://en.wikipedia.org/wiki/Logical_connective
https://en.wikipedia.org/wiki/Temporal_logic
https://en.wikipedia.org/wiki/Modal_operator

Linear Temporal Logic (LTL) - Semantics cacipr

Textual | Symbolic Explanation Diagram

Unary operators:

X Qo neXt: ¢ has to hold at the next state. e L L PR >
0

F ¢ O Finally: @ eventually has to hold (somewhere on the subsequent path). e - 1‘&5_’ ————— 3

G ¢ Llgp Globally: ¢ has to hold on the entire subsequent path. L L DY

Binary operators:

PYued (YU Until: 1 has to hold at least until ¢» becomes true, which must hold at the current or a future position. e ———
0 w i @
e e 3
bRS | PR Release: ¢ has to be true until and including the point where 1 first becomes true; if i never becomes | ¢ ¢ ¢ ov
true, ¢» must remain true forever.
— e — R ——— b — — — — ¥
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Property Specification Patterns (PSPs)

0 PSPs are meant to describe the essential structure of system's
behaviours and provide expressions of such behaviors in a range of
common formalisms.

Q A patternis comprised of a

o hame;
o an informal statement describing the behaviour captured by the pattern;
o a (structured English) statement that should be used to express requirements.

30



Property Specification Patterns (PSPs)

The LTL mappings corresponding to
different declinations of the
pattern are also given, where
capital letters (P, Q, R, ...) stands
for Boolean states/events.

A complete list of patterns is
available at

http://patterns.projects.cs.ksu.edu

Response

Describe canse-effect relationships between a pair of events/states. An occur-
rence of the first, the cause, must be followed by an occurrence of the second,
the effect. Also known as Follows and Leads-to.

Structured English Grammar
It is always the case that if P holds, then S eventually holds.

LTL Mappings

Globally O(P — ¢S)

Before R OR—=(P—=(RU(SAR))UR

After Q O(Q — O(P — 0S))

Between () and R O(QARANOR) - (P — (RU(SAR))) U R)
After ( until R OQAR— ((P—(RU(SAR)))WR)
Example

If the train is approaching, then the gate shall be closed.

31




Extending PSPs

QA The original formulation of PSPs caters for temporal structure over

Boolean variables: for most practical applications, such
expressiveness is too restricted.

Q Example: embedded controller for robotic manipulators (from
CERBERO use case)

o With original PSPs, requirements such as "The angle of joint1 shall never be
greater than 170 degrees" cannot be expressed.

QA Solution proposed in CERBERO: PSPs with Boolean and Constrained
Numerical Signals (with sound translation to LTL).

32



Controller for a Robotic Manipulator

Let consider a set of requirements from the design
of an embedded controller for a robotic
manipulator:

e the controller should direct a properly
initialized roboticarm to look for an object
placed in a given position and move to such
positionin order to grab the object;

e once grabbed, the object is to be moved into a
bucket placed in a given position and released

without touching the bucket. The manipulatorisa 4

* The robot must stop also in the case of an degrees-of-freedom
unintended collision with other objects or with Trossen Robotics WidowX
the robot itself. Arm equipped with a

e collisionscan be detected using torque gripper

estimation from sensors placed in the joints.
33



Requirements

QA Constrained numerical signals are used to represent requirements
related to various parameters

o angle, speed, acceleration, and torque of the 4 joints, size of the object picked,
and force exerted by the end-effector.

Q75 requirements in total.

Globally, it is never the case that jointl angle < -170 or jointl angle > 170 holds.

Globally, it is always the case that if ef idle holds, then ef speed = 0 and ef acc = 0 holds
as well.

After state init until state scanning, it is never the case that state moving to target
holds.

The complete list is available at https://github.com/SAGE-Lab/robot-arm-usecase

34



Consistency checking

A The formal representation of all requirementsis "glued" together.

A The resulting formula is checked with a Model Checker or Theorem
Prover.

Q If the formula is satisfiable, then the system can be realized.

Q Otherwise, inconsistency => Impossible to build a system that
satisfy all the requirements!

35



The ReqV tool

REQUIREMENTS NATURAL LANGUAGE
. Compliance - * ReqV (with NuSMVas
Check = — .
wites | =5 back engine) checked
NATURAL LANGUAGE automatically the

requirementsin about 37

seconds.
FORMAL LANGUAGE

Compiler |

Avaliable at
https://github.com/SimoV8/ReqV-webapp
https://github.com/SimoV8/ReqV-backend

s
-
i validates
A-’ am
36



https://github.com/SimoV8/ReqV-webapp

The ReqV tool

Your Projects

New Project!

This is a short description of my new project...

Type:snizfl

Edit

Robot-Arm Usecase

Short Description

Type:snizfl

Edit

Demo

This is a demo

Type:snizfl

Edit

GA demo

CERBERO demo at Haifa

Type: snizfl

Edit

Copyright © 2017 Simone Vuotto | All Rights Reserved

CERBER
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The ReqV tool

GA demo

Requirements

941

942

943

945

947

952

Tasks

Requirement

Globally, it is never the case that joint1_angle <-170 or joint1_angle > 170 holds.

Globally, it s never the case that joint2_angle <130 or joint2_angle > 130 holds.

Globally, it is never the case that joint3_angle <-130 or joint3_angle > 130 holds.

Globally, it is never the case that joint4_angle <90 or joint4_angle > 50 holds.

Globally, it is never the case that joint1_speed > 50 holds.

Globally, it is never the case that joint2_speed > 50 holds.

Globally, it is never the case that joint3_speed > 50 holds.

Globally, it is never the case that joint4_speed > 50 holds.

Globally, it is never the case that joint1_acc > 10 holds.

Globally, it is never the case that joint2_acc > 10 holds.

Globally, it is never the case that joint3_acc > 10 holds.

Globally, it is never the case that joint4_acc > 10 holds.

Globally, it is never the case that ef force > 2.5 holds.

Globally, it is never the case that proximity_sensor <0 holds.

CERBER
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The ReqV tool

CERBER

GA demo

Requirements | Tasks

Consistency checking 75 requirements
08-04-2018 04:

Logs:

IOWer_proximity_sensor1) | ((LIOWer_joiNta_Speeq. & |_eqUal_JOinta_speea ) & ((({_IOWEr_JOINta_speeaz | _equal_JOInta_speeaz) | _lower_jointa_speear) |
_equal jointd_speed1) | _lower_jointd_speed3)))) is false

~ as demonstrated by the following execution sequence
Trace Description: LTL Counterexample
Trace Type: Counterexample
->State: 1.1 <
state_target_reached =FALSE
state_bucket_reached =FALSE

state._releasing = FALSE

arm_idle = TRUE

state._init =TRUE

state_alarm = FALSE
state_scanning = FALSE
arm_moving = FALSE
alarm_button_pressed = TRUE
state_moving to_bucket = FALSE
state_grabbing = FALSE
state_moving to_target = FALSE
object_detected = FALSE

ef idle = TRUE
_lower_joint3_accl = FALSE
_equal_joint3_accl = TRUE
_lower_joint3_accO = FALSE
_equal_joint3_accd = FALSE

_lower_ef acc0=FALSE
_equal_ef acc0=TRUE
lower_joint4_speed2 = FALSE

39



The ReqV tool

GA demo

Requirements | Tasks

Computing Minimum Unsatisfiable Core of 75 requirements e
13- 18 08:46:50

Logs:

Minimum Unsatisfiable core of 5 requirements found:

Globally, it is never the case that joint1_speed < 50 holds.

Globally, it is always the case that if arm_idle holds, then joint1_speed = 0 and joint2_speed = 0 and joint3_speed = 0 and joint#_speed =0 and joint1_acc =0 and joint2_acc
=0and joint3_acc=0 and joint4_acc = 0 holds as well.

Globally, it is always the case that (state_init or state_scanning or state_moving_to_target or state_target_reached or state_grabbing or state_moving_to_bucket or
state_bucket_reached or state_releasing or state_alarm) holds.

Globally, it is always the case that if state_init holds, then arm_idle and ef_idle and joint1_angle = 0 and joint2_angle =0 and joint3_angle = 0 and joint4_angle =0 and

ef size = 1.8 holds as well.

Globally, it is always the case that if (state_scanning or state_moving_to_target or state_target_reached or state_grabbing or state_moving_to_bucket or
state_bucket_reached or state_releasing or state_alarm) holds, then state_init previously held.

Consistency checking 75 requirements [ J
1 18 08:46:22
Logs:

Translating requirements.
Starting model checking,
*** This is NuSMV 2.6.0 (compiled on Wed Oct 14 15:35:00 2015)
*+* Enabled addons are: compass

**+* For more information on NuSMV see <http://nusmv.fbk.eu>
s
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The ReqV tool

GA demo

Requirements

941

942

943

945

947

952

Tasks

Requirement

Globally, it is never the case that joint1_angle <-170 or joint1_angle > 170 holds.

Globally, it s never the case that joint2_angle <130 or joint2_angle > 130 holds.

Globally, it is never the case that joint3_angle <-130 or joint3_angle > 130 holds.

Globally, it is never the case that joint4_angle <90 or joint4_angle > 50 holds.

Globally, it is never the case that joint1_speed ~ 50 holds.

Globally, it is never the case that joint2_speed > 50 holds.

Globally, it is never the case that joint3_speed > 50 holds.

Globally, it is never the case that joint4_speed > 50 holds.

Globally, it is never the case that joint1_acc > 10 holds.

Globally, it is never the case that joint2_acc > 10 holds.

Globally, it is never the case that joint3_acc > 10 holds.

Globally, it is never the case that joint4_acc > 10 holds.

Globally, it is never the case that ef force > 2.5 holds.

Globally, it is never the case that proximity_sensor <0 holds.

CERBER
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Conclusions

QA Enabling the automated (formal) verification of requirements is one
of the key aspects towards the development of safety- and security-
critical CPSs.

Q The expressiveness of original PSPs is often too restricted for
practical applications.

o Hybrid systems? Probabilistic models? Real-time constraints?
Q Main issue: scalability!
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